Abstract: Deception jammer is the most effective technique for spoofing a radar system. In this paper a new model for airborne self-protection jammer was proposed, this model provides a countering technique to the ground radars. It is used for generating a deceptive jamming signal using digital radio frequency memory (DRFM) based on sub-Nyquist sampling, it shows that under sampling with lower sampling rates will be useful in generating a multiple deceptive false target signals with a better resolution, it has greatly reduced the demands on sampling rate, processing time, and power transmitted.
Introduction
Jamming is a standard technique used in an intelligent target to spoof a radar system, which refers noise or false information used by either mechanical or electronic. A mechanical jammer utilizes particularly designed hardware such as chaff, corner reflectors, and decoys to produce false target returns, while an electronic jammer actively radiates interfering signals toward the radar system [1] .
However, the main purpose of the airborne radar is to detect the ground moving targets. It can be used in the space borne targets. The airborne radar is usually worked at the enemy's sides, so it needs to exempt from the enemy's threats, the deception jammer is a good method for attacking and countering these threats. It senses incoming radar signals and generates replicas that simulate target echoes in order to confuse radars, hindering the ability to identify true targets from false targets. False target generation (FTG) is a commonly used form of deception jamming. In FTG, the radar signal is replicated and delayed to create a range offset. The delayed waveform is transmitted at the next expected arrival of the radar signal and is seen as an actual target during the correlation process. This type of FTG can be accomplished using a digital radio frequency memory (DRFM) [2] . DRFM is a technique in which high-speed sampling and digital memory are used in the storage of radio frequency and microwave signals. It has many possible applications. Currently, the main application of DRFM technology is the storage and recreation of intercepted radar signals in order to deceive hostile radar systems. This approach has the advantages of wide bandwidth, allowing high compression gain and pulse-to-pulse modulation agility whilst maintaining coherent processing [3] . Deception jammer generation is an application of the DRFM. It can analyze the parameters of the intercepted radar signals rapidly, and produce jamming signal rapidly and repeat it in the current radar repetition interval to form high-fidelity track jamming [4] . With the capability of high speed sampling and replication of the wide band radar signals, the DRFM is widely used in the active coherent jamming [5] , and the scatter-wave jamming (SWJ) for countering radar based on the DRFM has been proposed [6] .
For the SWJ, first, the intercepted radar signals are sampled and stored by the jammer which is spatially separated with the radar. After that, the jamming signal formed by all the samples is retransmitted to the moving target. Second, the jamming signal is modulated and scattered by the target. The scattering wave (i.e. jamming signal) including the reflectivity function of the target arrives at the radar receiver and is finally collected by it. All transmitted pulses are similarly sampled, retransmitted, scattered at different aspects caused by the relative motion of target and moreover recorded by the radar receiver to form a two-dimensional (2D) matrix, which is the number of range cells against the number of pulses, in each pulse repetition interval (PRI). Expected false-target signals that retains the information of real target is induced in the radar displaying system by adopting the range Doppler (RD) algorithm on the 2D matrix [7] .
The SWJ suffers from the complexity of forming numerous false-target signals, which are potentially useful for radars in two aspects: first, the false target information is revealed and utilized to deceive the imaging system; second, multiple false-target signals can increase the cost burden and waste the finite resource of radar for identifying the real one [7] .
The Shannon-Nyquist theorem has indicated that a signal can be recovered exactly from measurements uniformly sampled by an analogue-to-digital converter (ADC), and the sampling frequency is no less than twice of the signal bandwidth [8] . Thus a high-quality ADC is extremely needed to achieve the optimal reconstruction of the broad-band radar signal which may become practically infeasible [9] . Actually, there is no need for a jammer to sample a radar signal at such high rate since the purpose of jammer is not to reconstruct it but to interfere it. So subnyquist sampling has been developed and utilized in several applications such as data compression [10] , medical imaging [11] and radar imaging [12] . Undersampling at low rates can lead to aliasing, and the corresponding reconstruction algorithm should be addressed to be a prior condition [13] . Inspired by this characteristic, Ref. [14] proposes an ISAR jamming idea based on the sub-Nyquist sampling technology, which can reduce the demands on sampling rate and processing speed. However, all the previous work on this field was proposing a jammer model of the ground, which is hard to be realized if we want to counter the ground radar stations at the enemy side. Other references proposed jamming model on fighter planes for protecting the target from being engaged from the enemy's missiles. The typical self-protection jammer is the ALQ-122 deceptive radar jammer, which was used on the B-52 and E-3 aircraft, coupled with AN/ALT-16 power amplifier, to generate false targets, complements ALQ-155/ALT-28 noise jammers against CW radar, and chaff (electronic warfare) [15] .
In this paper, we propose a new Airborne Self-Protection Jammer (ASPJ) model on airborne radar to countering monostatic ground radar used the SubNyquist sampling theorem, which will reduce effectively the sampling rate and processing speed. First, the deception jammer receives the transmitted signal of the ground monostatic radar. The signals are sampled under the Sub-Nyquist sampling theorem by the jammer and the signals formed by the samples are sent back to the radar system directly, and it will produce a series of false-target signals in the RD space. These false-target signals retain the information of the real target so that the detection of the target may be delayed, or even impractical, or without accurate target recognition. Many algorithms that benefits real time processing and may provide more information in many military applications, such as target classification, recognition and identification of non-cooperative targets [16] . Furthermore, these algorithms have exhibited high-resolution imaging quality and the immunity to jamming. This paper is organized as follows. Section 2 demonstrates the signal model and the geometry of the deception jammer model. Section 3 discusses the analysis of sub-Nyquist sampling, section 4 shows the performance analysis of all methods used within this paper. Section 5 is the simulation and results, and finally the conclusion is in section 6.
Signal model and geometry of the model
Jammer source is supposed to be placed on airborne radar, and the victim is ground monostatic radar. The airborne jammer is embedded on the xy plane, the origin point o is the center of the airborne radar. The radar motion, is described by the circular motion and its rotational rate is defined as ω, because the jammer source is on the airborne radar so the distance between the airborne radar and the ground monostatic radar R R is equal to the distance between the jammer source and the radar and equals R J , the airborne radar has N scatterer points and the position of each point is ðx i ; y i Þ, and the angle between any scatterer point and x axis is i (rad/s), the geometry of the airborne radar carrying deception jammer source and the monostatic radar is illustrated on Fig. 1 .
Suppose that the monostatic radar transmit linear frequency modulated (LFM) signal with central frequency f o , the pulse width is τ, and the chirp rate is Γ, the signal formulation is as follows [16] ,
where S t is the monostatic radar transmitted signal, t f is the fast time, t s is the slow time, t ¼ ðt f þ t sÞ Þ is the total time, and, 
The transmitted signal will be modulated and scattered by the airborne radar (the target of the monostatic radar). The scattered signals will then be collected by the monostatic radar receiver. These signals will be stored in the two dimensionalmatrix. We supposed that the airborne radar is moving with a circular motion its rotational rate is ω, considering the scattering center of the airborne radar is at iðx; yÞ, so that the received signal by the monostatic radar receiver will be as follows
where S r is the received signal from the target (airborne radar), ' i is the scattering coefficient, and
where ðxsin i þ ycos i Þ is the vector from the origin point o to the scatterer point i, v is the speed of the EM waves.
Sub-Nyquist sampling analysis and jamming signal construction
The Nyquist sampling theorem says that the sampling frequency should be at least twice the highest frequency contained within the signal, so the mathematical form of this theory is [7] :
where f s is the sampling frequency, and f c is the maximum frequency in the signal that will be sampled. In practice, fast sampling of wide-band RF signal and real time processing of vast data has rigorous requirement on hardware, sometimes indeed can't realize. In order to solve this problem, we use the sub-Nyquist sampling theorem is introduced, the sub-Nyquist sampling signal is composed of a set of impulse trains with a period T s which is much larger than the Nyquist sampling period T N . While the monostatic radar sends the transmitted signal towards the target (airborne radar), the deception jammer receiver receives this signal and start sampling at the fast time, the sub-Nyquist sampling signal can be written as [16] :
where n is the number of samples, and its frequency spectrum [14] after applying Fourier series is:
After sampling the received signal by the jammer using sub-Nyquist sampling, the replica of the intercepted radar signals, S J ðt f ; t s Þ it is obtained at a delay time to consequently generate a sequence of Chirp pulses. Each pulse has the identical time frequency property as radar echoes, accordingly the same processing gain in a signal process, it is consistent with the range profile mechanism of multi scattering centre target [16] . And these pulses are transmitted through the ground monostatic radar. So the jammer transmitted signal can be represented as:
where T D is a short duration time for observation,
These jamming signals in addition to the true target signal will be received by the monostatic ground radar receiver, and then applying range compression using a matched filter to achieve high resolution range profile. The signal will be as,
where r is the range cell, and B is the bandwidth of the transmitted signal. The Doppler frequency for position iðx; yÞ in the jamming signal is as follows [7] ,
Applying the Fast Fourier Transform (FFT) in the slow time domain, the false target signal at the range Doppler domain has been deduced as follows,
where f is the Doppler frequency. From Eq. (12), a set of false target signals are induced along the down range direction in the Range Doppler plane, each n represents a false target signal due to i scatterer point of the target, and this signal will appear in many range cells, cells. These target signals are replica of the real target signal and distributed in different range cells, so that for the monostatic radar it's hard to take the engagement decision with the real target [16] . Fig. 2 displays the block diagram of the proposed airborne deception jammer model, it shows the signal trajectory starting from the ground monostatic radar that sends its transmitted signal S t ðtÞ to the airborne target that receive the signal S r ðtÞ, and start the sampling process using the sub-Nyquist sampling signal Xðt f Þ that was generated using local oscillator, the sampled signal passes through DAC, the output from the DRFM process is the deceptive jamming signal S DJ carrying the information of the real target, this signal will be amplified using the power amplifier, and transmitted again towards the radar.
Proposed model performance analysis
In the proposed model, it supposes that the range cell contains scattering centres with different cross range locations, the jamming signal S DJ ðr; t s Þ in the range cell corresponding to the range cell r in order to get the maximum value of the sinc function in Eq. (10),
The summation of signals transmitted from the ASPJ and the additive noise that was received [14] by the radar receiver is
where n is the additive noise in the range cell.
False target signals generation conditions
The interval Ár between two adjacent false target signals from the same scatterer point [7] is given by
From Eq. (15), it has found that Ár is proportional to the sampling frequency f s when Γ is constant. In order to generate the maximum number of false target signals, the sampling frequency f s should satisfy a good resolution between two adjacent false target signals. In order to obtain a good resolution of the two adjacent false-target signals, a target is taken up d r in the down-range direction [16] , and Ár should satisfy that
or, 
Otherwise, the false target signals will interacts each other's, if the signal plane occupies d r-max along the down-range direction, so that the maximum number of false targets [7] is given as
False target signals power calculation
The power of target echoes and jamming signal can be calculated by the radar equation which depends on the effective radiation power, the propagation distance and other parameters. Radar equation is quite useful as a guide in electronic warfare [16] . So we will calculate the target power and the jammer signal power from the simple form of the radar equation for the monostatic radar case as follows:
where P t is the monostatic radar transmitted power, G is the radar transmit-receive antenna gain, σ is the scattering coefficient, λ is the wavelength, and R is the range between the monostatic ground radar and the airborne deception jammer, and the false target (deceptive jamming) signal power is given as follows,
where P J is the ASPJ power, G J is the ASPJ antenna gain. In order to make effective deceptive jammer, the power of each false target generated must be not less than the power of the real target, that means,
If more false targets to be produced, it clearly needs more power.
Probability of detection for the monostatic radar
For the ground monostatic radar, the detection probability can be obtained from the probability of detection theory as [4] ,
where T is the threshold level for the nonflactuating target model, Pð#Þ is the probability density of the power of IF target signal plus noise and with individual pulse detection, that is,
so detection probability P d of the real target is:
At the same time, the root means square error (RMSE) for the results as a relation with signal to noise ratio (SNR) can be calculated as follows [4] :
Simulations
In order to validate the proposed ASPJ model it is supposed that the airborne radar that carried the ASPJ is installed on the Yake-42 plane. Based on the mode and considering the deception jamming effect, the regular detection from the ground monostatic radar has simulated. There are 330 scatterer points, which occupies 35 m down range and 30 m cross range. The radar operating frequency is 10 GHz. The transmitted signal is the LFM signal with 100 µs. The bandwidth is 1 GHz. Number of transmitted pulses are 512 pulse. The monostatic radar receiver contains 1024 down range cells, 512 cross range cells, the pulse repetition frequency (PRF) 1 kHz, the range resolution 0.15 m the transmitted radar power 1 k. The jammer transmitted power 360 W, the maximum range 600 km, the radar antenna gain is 30 dBi, and the jammer antenna gain is 30 dBi. It is supposed the LFM signal is transmitted from the ground monostatic radar transmit to the airborne jammer. When the airborne jammer receives this signal, it starts sampling at the Sub-Nyquist rate 4 MHz, then modulates these samples and converts to continuous signal again, the constructed jamming signals are transmitted toward the ground radar, this jamming signals are shifted in time with the radar received signal, and this shift in time will be translated in a range shift. Fig. 3(a), (b) shows the false target signals generated and the real target echoes that will be detected by the ground radar. It is found that the real target signal power is (−56 dBm) and the false target signals power is (−58 dBm), which can be achieved from (22), and the real target signal at ranges (320 km or 370 km) can't be detected due to the resolution between the false targets and the real target not achieving the condition of T S ! 0:43 µs. According to Eq. (18), more false targets can be generated by decreasing the sampling frequency, at constant chirp rate Γ, and constant d r-max , Fig. 4(a) , (b), (c) are shown 6, 5 and 3 false targets generated by different sampling frequency 2 MHz, 4 MHz and 5 MHz, respectively, and the real target range is 170 km. In all cases, the real target power is lower than the false target's power to satisfy a valuable deception jammer, and to validate the power requirement condition given by (22) .
In all simulations, T s is chosen to satisfy good resolution between false targets, T S ! 0:43 µs is taken according to Eq. (17). It is found that for the maximum false targets number (6 targets), T S ¼ 0:5 s ! 0:43 s, a high resolution between false targets with a maximum number of false targets has been obtained. It is noted that the received echoes from the real target (the desired signal), and the noise are received both by the monostatic radar.
To validate the performance of the jamming, the desired signal and the Gaussian distributed complex noise are all added to the jamming signal (the unwanted signal). Suppose that the desired signal and the unwanted one combined with the Gaussian noise are processed by monostatic radar signal processor simultaneously. The simulation results at three different cases (the regular sampling, the nyquist sampling, and the sub-Nyquist sampling) at SNR ¼ 5 are shown in Fig. 5 it has found that the probabilities of error (1-probability of detection) are 0.9, 0.75 and 0.23 for the case of the sub-Nyquist, the Nyquist sampling and the regular sampling is 0.23, respectively. It is clearly that the monostatic radar has a highest probability of error in the proposed model (lowest probability of detection). According to Eq. (26) it is known the RMSE reversely proportional with the SNR, Fig. 6 is shown that the RMSE for the sub-Nyquist rate is the least RMSE.
Conclusion
This paper has been proposed an ASPJ to give immunity for the airborne radar, by using the DRFM based on sub-Nyquist sampling theory, the simulation results are shown that the number of false targets increased by decreasing the sampling frequency. At the same time, the resolution between the false targets has been calculated and adjusted to the suitable value in order to avoid detection from the monostatic radar receiver, the probabilities of error for the ground monostatic radars are tested, and the results are shown that the proposed model has the best probability of error effect on the monostatic receiver. It is found the RMSE for the proposed model is the lowest compared with other classical methods.
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